MSSM-green Instructions Windows 7

1. Click the Wireless bars to bring up Available Connections Pop-up.
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2. Click on “Open Network and Sharing Center”
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Open Metwork and Sharing Center

3. Click on “Manage wireless networks”
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You are currently not connected to any networks.
Change your networking settings
ik Setup anew connection or network
=
Set up 2 wireless, broadband, dial-up, ad hoc, or VPN connection; or et up a router o access
point.
‘s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection
@ Choose homegroup ond sharing options
Access files and printers located on other network computers, or change sharing settings.
See also
Adobe Version Cue CS4 [ Troubleshoot problems
Fiemecioun Diagnose and repair network problems, or get troubleshaoting information.
Intenet Options
Windows Firewall




Click “Add”
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Manage wireless networks that use (Wireless Network Connection)

‘Windows tries to connect to these networks in the order listed below.
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4. Choose “Manually create a network profile”

‘&f This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the netwerk name (SSID) and

security key (if applicable).

& Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




5. Enter the following information in the screen provided and click Next
Network Name: MSSM-green
Security Type: WPA2-Enterprise
Encryption Type: AES

Enter information for the wireless network you want to add

Metwork name: MS5M-green

Security type: IWPAZ—Enterprise

Encryption type: IAES

Security Key: | [ Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Nex || cancel

6. Select “Change connection settings”

Successfully added MSSM-green

i3 Change connection settings
: Open the connectien properties so that can change the settings.




7. Select the “Security” tab

Connection | Security
Mame: M35M-green
SSID: MSSM-green

MNetwork type: Access paint
Metwork availability: Al users

Connect automatically when this netw
[l Connect to a more preferred network if available
[l Connect even if the netwark is not broadcasting its name (S5I0)

is In range:

Secuty

Security type: | WPAZ Enterprise

Encryption type: [AES

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) *]| setings

Remember my credentials for this connection each
time I'm logged on




9. Follow these steps

a. Make sure “Validate server certificate” is checked
b. Check “Connect to these servers”

i. Enter: “ acsl.mountsinai.org; acs2.mountsinai.org” in the textbox (without
the quotes)

c. Check “Equifax Secure Certificate Authority” under Trusted Root Certification
Authorities
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When connecting:

[¥] validate server certificate

Connect to these servers:

acs1.mountsinai.org; acs2.mountsinai.org

Trusted Root Certification Autharities:

[T AddTrust External CA Root

[ class 3 Public Primary Certification Authority

[T Entrust.net Certification Authority (2048)

[ Entrust.net Certification Autharity (2048)

[ Entrust.net Secure Server Certification Authority
Equifax Secure Certificate Authority

[T Equifax Secure Global eBusiness CA-1 -
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|:|Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v32) '] ’ Configure... ]

Enable Fast Reconnect

[ Enforce Network Access Protection

[] Disconnect if server does not present cryptobinding TLV
["]Enable Identity Privacy

10. Click the “Configure” button next to “Secured password (EAP-MSCHAP v2)”

11. Uncheck “Automatically use my Windows logon name and passowrd (and domain if
any)
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When connecting:

D;;'u.rtomatically use my Windows logon name and
password {and domain i amy).
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12. Click “OK” until you are back to your desktop



13. You will see a Pop-Up (See below)....Click It
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A\ Additional information is needed to connect MSSM-green. ® *
"= Click to provide additional information.

14. Enter your credentials as follows:
User name: MSSMCAMPUS\USERNAME
Password: Active Directory Password

Network Authentication

Please enter user credentials

‘I_ _| Ilﬁ_ [Llsernamr:
’Password

15. Click “OK” and you should connect within a few seconds.



